MSHS Internet Safety Presentation Talking Points
Online Relationships – Slides 4 & 5 
Notes below tell story of Kacie Rene Woody – Summarize story for students/have short discussion
Kacie Rene Woody was a typical 13-year-old girl. She was a good student, a member of the school band and liked going online. Kacie met 18 year old David Fagan in a Christian chat room for teens. She didn’t doubt his identity because the picture posted in David’s profile was of a brown hair, blue eye teenage boy. What Kacie didn’t know was that David Fagan didn’t really exist. (Click mouse) She was really talking to 47 year old David Fuller. He had used a photo of a nephew in his profile. Fuller was an Internet predator who had set his sights on Kacie. She made the fatal mistake of sharing personal information with him. Fuller tracked Kacie from his home in San Diego, California to the small town in Arkansas where she lived. He abducted and then killed her before committing suicide. This is a tragic story and we should all learn something from such a tragedy.
(Click mouse)
Predators will use information obtained from children to gain trust and
Friendship - When Kacie told Fuller about witnessing her mother’s death in a traffic accident, Fuller told Kacie that he had an aunt that lived in Arkansas who had also been in a traffic accident, was in a coma and expected to die soon. This is one way he established a bond of trust and friendship.
Unless you know someone in person, you don’t really know who they are on
the Internet. Fuller portrayed himself as 18 years old and Kacie believed him.
Anyone is vulnerable - Kacie’s father was a police officer and she lived in small town, but once she logged onto the World Wide Web, she was no longer just a part of the small community she physically lived in.
*Optional: Slide 13 – Kara Borden – Summarize for students/have short discussion.
14 year old Kara Borden met 18 year old David Ludwig on MySpace. The two established an online relationship that led to Kara sneaking out of her house during the night to meet him. When Kara’s parents caught her sneaking back in the house, they insisted that Kara end the relationship. They also insisted on meeting Ludwig to tell him this. When Ludwig showed up at the house, he shot and killed both parents as Kara looked on. While these instances are rare, it is important to recognize that they can happen and that online contacts are not necessarily “friends” in fact, they may be
dangerous.
Keep Personal Information Private 
Slide 14: SAT scores are no longer the only consideration for getting into a good college. Before sending out acceptance letters, some college admission officers are checking out perspective student’s Facebook and other social networking sites pages. Police officers are looking for crime online and some employers are even firing people because of photos posted in profiles and other online activity.
Slide 15: Remember that there is no such thing as a private conversation online. It doesn’t matter if you are communicating with a friend on Facebook, Twitter or Skype; anyone can copy and paste your conversation and images.

[bookmark: _GoBack]Protect Your Reputation
Slide 21: Imagine that you’ve been invited to a party. When you arrive, you realize it is a huge party with hundreds of people, but when you enter the room, the lights are off, the room is very dark, you can’t see the people and their voices are distorted, so you can’t even tell who is male or female. Would you walk around that party handing people your picture or telling them your address or phone number? Remember that any picture you upload to the Web can be downloaded by anyone and be copied or posted online forever.

Slide 22: It is important to be careful about the types of text messages, pictures and videos you send over your cell phone. The consequences of sending sexually explicit messages or images can be staggering. Many kids can end up being the target of bullying, harassment and some can even face criminal charges. Sexting is the sending of sexual messages, pictures, or videos through cell phones. Sometimes sexting is considered child pornography, which is a crime. Even teenagers can be registered as sex offenders for sexting. Play Video. 
Cyber Bullying

Talking points:
· Hurtful and can lead to depression and suicide
· You can be held legally and financially responsible for bullying
· Steps to Take (Slides 26 & 27)
Copyrights
Talking Points
· Music, movies, pictures, software, etc… Rights belong to the creator. Cannot be used without their permission.
· People are being prosecuted every day for illegal downloads and copyright infringement.
· Don’t assume that because it is on the internet you have the right to use it.
· Don’t copy and paste or download unless you are sure you have the right to do so. Check “Terms of Use” on the website.

